Multi-Factor Authentication for
Salesforce B2C Commerce

What is Multi-Factor Why is Multi-Factor
Authentication (MFA)? Authentication Important?
MFA is a secure authentication method As security threats grow, usernames
that requires users to verify their identity and passwords alone don't always
by entering two or more pieces of provide sufficient protection against

unauthorized access. MFA adds

evidence (or “factors”) when they log in. _
another layer of security that protects

It’s one of the simplest, most effective :
your user accounts against common

ways to prevent unauthorized account threats like phishing attacks and
access, and safeguard data for you and accolnt takeovers.

your customers.
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Additional Resources:

MFA Quick Guide for Admins

Enabling MFA - A Step-by-Step Guide
Salesforce Authenticator in Salesforce Help

Trailblazer Customer Community for Securing Salesforce B2C Commerce
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https://salesforce.vidyard.com/watch/SLZCWhdCMKa3Sv3dDNRk4E
https://documentation.b2c.commercecloud.salesforce.com/DOC1/index.jsp?topic=%2Fcom.demandware.dochelp%2FPermissions%2FManagingDemandwarePlatformUsers.html
https://documentation.b2c.commercecloud.salesforce.com/DOC1/index.jsp?topic=%2Fcom.demandware.dochelp%2FPermissions%2FManagingDemandwarePlatformUsers.html
https://success.salesforce.com/0683A000008RsPK
https://trailhead.salesforce.com/content/learn/modules/b2c-configure-users-roles-permissions/b2c-admin-configure-business-manager-users
https://trailhead.salesforce.com/content/learn/modules/b2c-configure-users-roles-permissions/b2c-admin-configure-business-manager-users
https://salesforce.vidyard.com/watch/E7BX4hJu9wgRMm9S5GegLx
https://salesforce.vidyard.com/watch/E7BX4hJu9wgRMm9S5GegLx
https://trailblazers.salesforce.com/0693A00000918n8
https://trailblazers.salesforce.com/0693A00000918n8
https://trailblazers.salesforce.com/0693A00000918n8
https://documentation.b2c.commercecloud.salesforce.com/DOC1/index.jsp?topic=%2Fcom.demandware.dochelp%2FAdmin%2FConfigureMigrationToUnifiedLogin.html&resultof=%22unified%22%20%22unifi%22%20%22authentication%22%20%22authent%22%20
https://documentation.b2c.commercecloud.salesforce.com/DOC1/index.jsp?topic=%2Fcom.demandware.dochelp%2FAdmin%2FConfigureMigrationToUnifiedLogin.html&resultof=%22unified%22%20%22unifi%22%20%22authentication%22%20%22authent%22%20
https://documentation.b2c.commercecloud.salesforce.com/DOC1/index.jsp?topic=%2Fcom.demandware.dochelp%2FAdmin%2FConfigureMigrationToUnifiedLogin.html&resultof=%22unified%22%20%22unifi%22%20%22authentication%22%20%22authent%22%20
https://salesforce.vidyard.com/watch/RgLT9LiFQci2kTLJVX3SAN
https://trailblazers.salesforce.com/0693A00000913NF
https://trailblazers.salesforce.com/0693A00000913NF
https://trailblazers.salesforce.com/0684S000001BoSI
https://trailblazers.salesforce.com/0684S000001BoSI
https://sfdc.co/MfaAdminQuickGuide
https://trailblazers.salesforce.com/0694S000001CW1H?
https://help.salesforce.com/articleView?id=salesforce_authenticator_overview.htm
https://success.salesforce.com/_ui/core/chatter/groups/GroupProfilePage?g=0F93A000000Ty83

